Instalando e configurando o cliente OpenVPN para I0S (Iphone e Ipad)

1) Acesse https://vpn3.ciasc.gov.br e entre com o usuério e senha que lhe foi passado e clique
em LOGIN.
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Username

usuario@ciasc.sc.gov.br

Password

2) Se o google authenticator estiver habilitado para a sua conta, copie e cole o cédigo gerado

por ele e clique em CONTINUE (se esta tela ndo aparecer, va direto para o proximo passo).
alTM T 14:19 90N 42% @)

& vpn3.ciasc.gov.br ¢

CIASC
| NN |

Enter Google Authenticator
Code

883302

Cancel [ Continue ]

it



https://vpn3.ciasc.gov.br/

3) Clique em “OpenVPN Connect for I0S”.
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To download the OpenVPN
Connect app, please choose
a platform below:

e OpenVPN Connect for
Windows

e OpenVPN Connect for Mac
0S X

e OpenVPN Connect for
Android G

E OpenVPN Connect for iOSj
o OpenVPN for Linux

4) Agora clique em “Official OpenVPN Connect app on the
Apple App Store”.
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OpenVPN Security Advisory: Dec 14, 2018

Action needed: Important update for OpenVPN Access X
Server
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you can click the plus symbol to
finalize the import process. Now

you are ready to use the app.

e Official OpenVPN Connect app
on the Apple App Store

h'4

¢ Official release notes (chcmgo
log)

e Frequently asked questions

Other clients

There is no other official OpenVPN
client application available on i0S
at this time.



5) Agora clique em OBTER para baixar o aplicativo para o seu dispositivo
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7) Ao abrir o aplicativo, clique em Access Server.

Private Tunnel

Connect to VPN Cloud

Access Server

Connect to VPN Server

OVPN Profile

Connect with .ovpn file

8) Clique em Access Server.

OpenVPN Inc. Data Collection, Use
And Retention

OpenVPN Inc. presents our updated policies to
transparently show how we collect, use, or retain
your data. By clearly and openly presenting the
terms of our policies we hope to maintain the trust
and confidence of all our valued customers. Our
priority is to educate and make it easy for
customers to understand what data we collect, why
we collect it, and how we use it.

APP DATA USAGE

OpenVPN Connect is used to create VPN tunnels
that connect to Access Servers, Community
OpenVPN Servers, and any other third-party service
that works with the OpenVPN protocol. OpenVPN
Inc. does not have control over these servers, and
the data policy of each of these servers are
dependent on the owner or operator of the server.
Please contact your server operator or server owner
for their current data policy - it is your responsibility
to know how your data is handled through a specific
server operator. We are not responsible and have

no control over servers run by companies or entities
other than OpenVPN Inc. or Private Tunnel.

Logging Data Usage
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9) Como é seu primeiro acesso, sera necessario configurar seu perfil. Apos fornecer as
informacOes elas serdo armazenadas e ndo serdo mais solicitadas. Digite o endereco do
servidor VPN no campo ACCESS SERVER HOSTNAME conforme esta na figura. No
campo TITLE o texto aparecera automaticamente. O campo PORT devera ser deixado em
branco. Ja no campo USERNAME, coloque seu nome de usuario e depois sua senha no
campo PASSWORD.
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New Profile ADD

Access Server Hostname
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Title

Epns.ciasc.gov.brj

Port (optional)

Username

Ejsuario@ciasc.sc.gov.br j




10) Agora clique em ALLOW.

"OpenVPN" Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

[
Don‘t Allow

11) Deslize para a direita o botdo para conectar na VPN.
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12) Caso for solicitado sua senha, digite ela de novo e clique em OK.

Enter password

Profile: vpn3.ciasc.gov.br

Eissword

13) Por fim, clique em YES para habilitar a VPN:

OpenVPN

Allow OpenVPN to enable VPN
connection?




14) Pronto, o botdo ficara na cor VERDE e aparecera o status CONECTADO, além do simbolo
de VPN estabelecida. Quando desejar terminar a conexao basta deslizar o mesmo botdo para
a esquerda.
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Observacao:

Se estiver habilitado o segundo fator de autenticacdo para sua conta, no passo 2 sera apresentado
também o QR code para ser escaneado pelo app Google Authenticator (links para o aplicativo
estarao disponiveis na tela). Apos escanear o codigo com sucesso, clique em “I scanned the QR
code” para confirmar a operagao:

Google Authenticator Setup

NOTE: This account requires two-step
verification using Google Authenticator on your
mobile phone.

To get started, download the Google
Authenticator app:

= Google Authenticator for Android
[- Gooagle Authenticator for iPhone ]

Once you have the Google Authenticator app on
your mobile phone, just scan the QR code below,
and you'll be ready to go. The app will display a
B-digit code that changes every 30 seconds.
When you connect to the VPN, you will need to
enter this code along with your other credentials.

Google Authenticator secret:
WU7E4JUTEWGIYTXF

| scanned the QR code



