Instalando e configurando o cliente OpenVPN para Android

1) Acesse https://vpn3.ciasc.gov.br e entre com o usuario e senha que lhe foi passado;

2) Clique em “OpenVPN Connect for Android:
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Logout

To download the OpenVPN Connect app, please
choose a platform below:

OpenVPN Connect for Windows
OpenVPN Connect for Mac OS X
OpenVPN Connect for Android
OpenVPN Connect for i0S
OpenVPN for Linux
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Connection profiles can be downloaded for:

» Yourself (user-locked profile)



https://vpn3.ciasc.gov.br/

3) Agora clique em “Official Open VPN Connect app on the Google Play Store “:

Q OPENVPN BUSINESS VPN CONSUMER VPN

Official OpenVPN Connect app

On the Google Play Store, the client you can download and install for free there is

called OpenVPN Connect. This program supports only one active VPN tunnel at a time. Trying
to connect to two different servers at the same time is a function we did not build into our
official OpenVPN Connect app, and it is also not possible because the underlying operating
system does not allow this. The OpenVPN Connect app is able to remember multiple different

servers, but only one can be active at a time.

To obtain the OpenVPN Connect app, go to the Google Play Store on your Android device, or
open the link below to the Google Play Store. On the Google Play Store on your device, look for
the words “openvpn connect” and the application will show up in the search results. You can
install it from there. Once installed an icon will be placed on your home screen where you can
find the app. Once you have it open you can use the Access Server option to start the import
process. You can use the option to import directly from the web interface of the Access Server
or use the import from file option. If you use the web interface import option you need to enter
the address of your Access Server’s web interface here, along with username and password. If
your server is on an unusual port (not the default HTTPS port TCP 443), specify the port here.

Once the import has completed, you are ready to use the app.

e Official OpenVPN Connect app on the Google Play Store

* Frequently asked questions


https://play.google.com/store/apps/details?id=net.openvpn.openvpn

4) Clique em Instalar:

— OpenVPN Connect — Fast & Safe
4“0 SSLVPN Client

| [ \| | OpenVPN Ferramentas * & &k % 150167

Este app € compativel com seu dispositivo.

E Adicionar 4 lista de desejos

Most Trusted VPN Fast & Secure Easy Remote
on the Market Connection Network Access




5) Ao abrir o aplicativo, clique em Access Server:

9

Private Tunnel

Connect 10 VPN Cloud

Access Server

Connect to VPN Server

OVPN Profile

Connect with .ovpn file




6) Como € seu primeiro acesso, sera necessario configurar seu perfil. Ap6s fornecer as informacdes
elas serdo armazenadas e ndo serdao mais solicitadas. Digite o endereco do servidor VPN no campo
ACCESS SERVER HOSTNAME conforme esta na figura. No campo TITLE, digite um nome
qualquer para a sua conexao (Ex: VPN CIASC). O campo PORT devera ser deixado em branco. Ja
no campo USERNAME, coloque seu nome de usuario e depois sua senha no campo PASSWORD,
dados estes que lhe foram passados pela equipe de suporte.

New Profile

Access Server Hostname

https:// vpn3.ciasc.gov.br

Title

Epn&ciasc.gov.brj

Port (optional)

Username

|usuari0@ciasc.so.gov.br |
E'asswurdj




7) Deslize para a direita o botdo para conectar na VPN, digite sua senha e clique em OK:

Access Server Profiles E

DISCONNECTED

vpn3.ciasc.gov.br

/N
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8) Pronto, o botdo ficarA na cor VERDE e aparecerd o0 status
CONECTADO, além do simbolo de VPN estabelecida na barra de
status do seu celular.

Quando desejar terminar a conexao basta deslizar o mesmo botéo para
a esquerda.

— Access Server Profiles E
i Ty

CONNECTED

@ vpn3.ciasc.gov.br
. .

CONNECTION STATS

0B/s

0B/s

0 KB/fS ¢ 0 KB/S



Observacao:

Se estiver habilitado o segundo fator de autenticagcdo para sua conta, no passo 2 sera apresentado
também o QR code para ser escaneado pelo app Google Authenticator (links para o aplicativo
estardo disponiveis na tela). Apés escanear o codigo com sucesso, clique em “I scanned the QR
code” para confirmar a operacdo, conforme imagem a seguir:

Google Authenticator Setup

NOTE: This account requires two-step
verification using Google Authenticator on your
mobile phone.

To get started, download the Google
Authenticator app:

« Google Authenticator for Android
« Google Authenticator for iPhone

Once you have the Google Authenticator app on
your mobile phone, just scan the QR code below,
and you'll be ready to go. The app will display a
6-digit code that changes every 30 seconds.
When you connect to the VPN, you will need to
enter this code along with your other credentials.

Google Authenticator secret:
WUTE4JUTEWGIYTXF

| scanned the QR code



